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GERALD (JERRY) CARTER

<gcarter@likewise.com>, <jerry@plainjoe.org>

* Director of Engineering, Likewise Software
USENIX Association Board of Directors (08 —’10)
» Instructor from ‘98 — present

 Former Samba developer (‘98 — ‘09)
e Past companies include VA Linux and HP
Authored books for O’Reilly and SAMS Publishing

 Musician, Runner, Gamer, blah blah blah ...
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OUTLINE

e Define the problem — What is multitenancy?

e Qverview of the Likewise File Server and
Security Authority

 Multi-Domain State Management
 Remaining and future work
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MULTITENANT USE CASES

e Use case #1

» Network device required to lookup and authenticate users
from multiple, non-trusting Active Directory domains.

e Use case #2

» File server required to lookup and authenticate users from
multiple, non-trusting Active Directory domains.

e Use case #3
> File server consolidation. l.e. virtual servers.

e Use case #4

» |P based file server configuration and migration within a
cluster.
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MULTITENANT SOLUTIONS

Solution #1

» Join device to multiple AD domains and route requests to
the correct provider instantiation.

Solution #2

» Provision a multi-homed host and bind each NIC (or
VIP) to instantiated computer account with AD.

Solution #3

» Server consolidation roots using MS-DFS.

Solution #4
» Full configuration and instantiation abstraction
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MuLTI-DOMAIN EXAMPLE
Authenticated Web Proxy

[ DOM-A\USER

COMPANY A
— DOM-B\USER COMPANY B
A COMPANY C
LE§S DOM-C\USER

AUTHENTICATED
WEB PROXY

~——
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LIKEWISE BACKGROUND

http://www.likewiseopen.org/

* Likewise Open Project is the umbrella project sponsored by
Likewise Software to provide an interoperability platform for
non-Microsoft hosts in MS OS dominated networks.

e Likewise Open (product) refers to the open source
authentication & Active Directory integration suite

* Likewise Identity Services is the AD bridge component

* Likewise Storage Services is the file server software stack
» Formerly known as Likewise-CIFS (SMB/SMB2)
» Additional protocols in development

* Dual-License: Commercial or GPLv2+/LGPLv2.1+

» Single code base
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LIKEWISE COMPONENTS

Likewise Identity and Storage Services

Server Service Registry Resolver |
(srvsvcd) (lwregd) (netlogond)
IPC (lwmsg) DNS

CLDAP

Likewise Security
Authority (/sassd)

[ Provider Routing ]

: Driver API
i i i LDAP
" Drivers Libraries ) S

|/O Manager (Iwiod)
f Core API

User-space, single process, Active Directory
multi-threaded daemons. Forest
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LIKEWISE SECURITY AUTHORITY

[ PAM | [ NSS |

«  Authentication | GSS-NTLM || Client APl || DevioCtl |
> Kerberos, NTLMv1, NTLMv2 L n - M
o Unix Domain Socket
» Privileged local user N
management Likewise Security ﬂ
* ldentity management Authority (Isassd)
» Unprovisioned domains, [ IPC Dispatcher ] Join/Leave
Forest naming scope, etc... [ Provider Routing J
 Domain member services
_ o Local <
» Site affinity
» Caching -
» Offline authentication

> Automatic machine password E

DCE/RPC

and ticket updates I DAP

Active Directory
Forest
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LIKEWISE |/O MANAGER

- )
[ J

| Client API Kernel based 1/0 Subsystem

a ported to user-space
Unix Domain Socket

N  Driver-oriented architecture

Likewise I/O Manager
[ 1PC Dispatch Handler | (wiod) * |/O Request Packet Model

( Core AP » 20 unique IRP_TYPEs
Drlver API  Core APl similar to the
HH Windows NT Kernel I/O
FS Drivers Protocols Subsystem
(PVFS, NPFS, etc) (SMB, etc...) > ZwCreateFiIe(),
M M ZwQuerylnformationFile(),
/wReadFile(), etc...
ok S
Network Requests
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JOINING AN ACTIVE DIRECTORY DOMAIN

Two step process

e Establishing the computer identity
» If necessary, creates the computer object in AD

» Establishes the shared secret between the host machine and AD
» Creates entries for long term keys in system keytab file
» Updates DNS with A and PTR records for host
* Host system configuration
» Add appropriate entries to PAM and NSS files

» Enables GSS-API enabled applications for SSO (e.g. sshd)
> ...
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MuLTI-DOMAIN LSASS
Design

e Abstract run-time and persistent
state to a context structure

» Configuration details grouped under
a per-domain key in the registry

» Machine credentials internally
isolated per domain

e Support multiple provider instances
using a secondary routing decision

» Allow client side API to target a
specific “provider:instance” when
opening a provider handle

» One “provider:instance” is
designated as the default for
backwards compatibility
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LsaFindObjects(
“ad-provider:RAZOR”,

ﬂi}'

[ Lsass Provider Router

AD Provider

o RAIOR

___ ATLANTIS

—__ WIDGITS
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MuLTI-DOMAIN LSASS — RUN TIME STATE
Isass/server/auth-providers/ad-open-provider/adstruct.h

TYPEDEF STRUCT _LSA AD PROVIDER STATE
{

PSTR PSZJOINEDDOMAINNAME ;

STRUCT {
BOOLEAN BISINITIALIZED;
PTHREAD MUTEX T MUTEX;

} MACHINECREDS;

LSA AD CONFIG CONFIG;

PAD PROVIDER DATA PPROVIDERDATA;

PLW_HASH TABLE PALLOWEDSIDS;

LSA DM STATE HANDLE HDMSTATE;

LSA MACHINEPWD STATE HANDLE HMACHINEPWDSTATE;
LSA SCHANNEL STATE HANDLE HSCHANNELSTATE;

} LSA AD PROVIDER STATE, *PLSA AD PROVIDER STATE;
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MuLTI-DOMAIN LSASS — PERSISTENT STATE
S lwregshell

[HKTM\ SERVICES \LSASS\ PARAMETERS \ PROVIDERS \ACTIVEDIRECTORY \DOMAINJOIN]
"DEFAULT" REG_SZ "RAZOR . LIKEWISEOPEN.ORG"

[HKTM\ . . . \DoMAINJOSN\RAZOR . LIKEWISEOPEN.ORG] >
[HKTM\ . . . \DoMAINJOIN\RAZOR . LIKEWISEOPEN . ORG\DOMAINTRUST]
[HKTM\ . . . \DoMAINJOIN\RAZOR . LIKEWISEOPEN . ORG\DOMAINTRUST \RAZOR]

"CLIENTSITENAME" REG_SZ nw
"DNSDOMAINNAME" REG_SZ "RAZOR . LIKEWISEOPEN . ORG"
"FLAGS" REG_DWORD 0x00000001 (1)

[HKTM\ . . . \DoMAINJOIN\RAZOR . LIKEWISEOPEN . ORG\ PROVIDERDATA]
[HKTM\ . . . \DoMAINJOIN\RAZOR . LIKEWISEOPEN.ORG\PSTORE]

"CLIENTMODIFYTIMESTAMP” REG_DWORD 0x4cc99rrl (1288282097)
"CREATIONTIMESTAMP" REG_DWORD 0x4cc99rrl (1288282097)
"DOMAINDNSNAME" REG_SZ "RAZOR.LIKEWISEOPEN.ORG"
"DOMAINNAME" REG_SZ "RAZOR™

"HOSTDNSDOMAIN" REG_Sz ""RAZOR . LIKEWISEOPEN . ORG"
"HOSTNAME" REG_SZ "CF-LAPTOP"
"MACHINEACCOUNT" REG_SZ "CF-LAPTOPS™

" SCHANNELTYPE" REG_DWORD 0x00000002 (2)

[HKTM\ ...\ \DoMAINJOIN\RAZOR.LIKEWISEOPEN.ORG\PSTORE\MACHINEPASSWORD ]
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REMAINING & FUTURE WORK

e Current functionality

» Programmatic joining to multiple domains and targeting specific
“provider:instance” accounts.

* Remaining Lsass work
» User accessible Join/Leave application (CLI & GUI)
» Integration with the GSS-NTLM mechanism
» ETA — Dec, 2010

* Remaining file server work

» Abstract SMB/CIFS configuration (e.g. shares) on a per VIP basis
in the registry

» ETA-Q1 2011
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TEST DRIVE

Administration/User guides at http://www.likewise.com/

* Simple build system for Linux & FreeBSD
e Step 1: Download the source code
» git clone git://git.likewiseopen.org/likewise-open
e Step 2: Build the likewise-open components
» build/mkcomp [--noincremental] [--debug] all
» Installs all pieces to “staging/install-root/”
e Step 3: Generate RPMs/DEBs (Linux only)
» build/mkpkg [--debug] cifs
» Creates package in “staging/packages/”

11/3/2010 © 2010 Copyright Likewise Software, Inc. 16

' i T Yl 54 Wl e B i




GERALD CARTER

GCARTER(@ LIKEWISE.COM
HTTP://WWW.LIKEWISE.COM/
HTTP://WWW.LIKEWISEOPEN.ORG/
GIT://GIT.LIKEWISEOPEN.ORG/LIKEWISE-OPEN

QUESTIONS?
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